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Biometrics at DST Group: Overview

= Small, multidisciplinary team, est.
2000

— Sits within the Intelligence Analytics
Branch of National Security & . —
Intelligence, Surveillance and TesEe - n
Reconnaissance Division e v

e

Melbourne

-
Py

\ (==
-
Scottsdaig™)
= &
y ‘ >

= Focus on facial recognition
(- E

— Main partners: intelligence, law
enforcement, and border security
agencies

= Streams of work

5 Intelligence

= Technical and human factors :  Analytics

= Evaluation, trials, development and

applied research Analytics
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Biometrics Group Overview
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Cascading Algorithms
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Cascading Algorithms
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Cascading Algorits

* How we assessed the performance:
— 100k mated probes
— 100k non-mated probes
— Gallery = 15M
— Only 1 image perid in gallery
— Top 1000 returned by primary algorithm
— Up to top 10 returned by secondary algorithm
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Cascading Algorithms

= COTS A

= = COTS A+ COTSB

= = COTS A + DST

True Positive Idelxtification Rate (TPIR)

0.001 0.01 0.1 1 10
Average Candidate Length (Selectivity)
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Baseline Performance

=—=COTS A

—COTS B

==DST

True Positive Identification Rate (TPIR)
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Average Candidate Length (Selectivity)
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Normalisation

X — U
0)

/7 =

y = Mean
o = Standard deviation

= 7-score normalises the scores using the distribution
scores of each probe against the gallery
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Normalisation
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Child Identification Program

" Assessment of current
performance

* |Impact on operational systems

= |nvestigate ways to improve
performance

alill gy

clﬂna & Exploited Children

(ICMEC)
18 8 loading global service agency working 1o protect the worid's children
from exploltation end abduction.
www.icmec org

¥
www findmadeleine.com
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for Children at each Age & Age Variation
Based on FMR=0.001 set using Images of Adults

Age Variation (Years)

0 1 2 3 4 5 6 7 8 9 10
0.0266 0.0111 0.0048 0.0028 0.0019 0.0009 @ 0.0004
0.0465 0.0218 0.0158 0.0088 0.0052 0.0026 0.0015 0.0009
0.0305 0.0264 0.0200 0.0104 0.0062 0.0034 0.0020 0.0011
0.0325 0.0329 0.0277 0.0174 0.0094 0.0060 0.0035 0.0023 0.0013
0.0303 0.0279 0.0199 0.0138 0.0081 0.0055 0.0034 0.0019 0.0008
0.0225 0.0149 0.0108 0.0070 0.0049 0.0027 0.0013 0.0005
0.0235 0.0155 0.0115 0.0079 0.0056 0.0036 0.0019 0.0007
0.0156 0.0138 0.0092 0.0070 0.0041 0.0025 0.0011
0.0142 0.0104 0.0066 0.0051 0.0026 0.0015 0.0006
0.0100 0.0078 0.0038 0.0036 0.0013 0.0008

© 00 N O U A W N R O
o
o
o
N
=

Youngest Age of Child In Image Pair (Years)

10 0.0063 0.0051 0.0025 0.0015 0.0008 0.0005
11  0.0040 0.0032 0.0023 0.0011 0.0006

12 0.0039 0.0019 0.0014 0.0005

13 0.0015 0.0011 0.0008

14 0.0011 0.0014 0.0007

15 0.0009 0.0010 0.0005

16 0.0007 0.0006 0.0005

17 0.0004 - 0.0005
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FNMR for Children at each Age & Age Variation
Based on FMR=0.001 set using Images of Adults

Age Variation (Years)

Youngest Age of Child In Image Pair (Years)
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Threshold Variation
FNMR when FMR=0.001 for each Age & Age Variation

Age Variation (Years)
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Zu 5 0.128 0.160 0.172 0.163 0.164 0.183 0.208 0.244 0.308 0.324 0.352
g’o 6 0.138 0.098 0.107 0.118 0.143 0.154 0.189 0.211 0.267 0.280 0.317
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Child Identification Program

16 i

False Non-Match Rate (FNMR)

1 -
—— Adults
0.1
0.01 -
0.001 -
0.0001 , ; ; \ ,
0.0001 0.001 0.01 0.1 1
False Match Rate (FMR)
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Child Identification Program
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False Non-Match Rate (FNMR)

—— Adults
—— Adults + Children
0.1
0.01 -
0.001 -
0.0001 : . } \
0.0001 0.001 0.01 01 1

False Match Rate (FMR)
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Summary

= Collaborative approach across Australian
Government has proved valuable

= Thank you to everyone involved:

— Other Government agencies
— Vendors
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